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Introduction/Summary 
In 2015, the Mission Support Alliance (MSA) Information Management (IM) team 

successfully completed a project to reduce the Hanford Site’s IT infrastructure footprint. 

The project successfully executed the removal of all HLAN network infrastructure 

electronics from four Hanford IT facilities and coordinated the migration and closure of 

an at risk datacenter. As the Hanford Site Integrator MSA provides IT services to all 

Hanford employees, spread over 586 square miles. This includes maintaining and 

operating Hanford’s IT infrastructure and its 22 dedicated IT facilities.  

The removal of IT infrastructure from the Hanford Site helps meet DOE goals for 

consolidation and cost reduction in services, thus freeing more funds for the cleanup 

mission. Additionally, with the completion of the datacenter migration, MSA reduced 

DOE’s datacenter footprint by 25% and significantly increased the cyber security and 

supportability of the systems located in the datacenter.  

 

Figure 1 - HPMC Datacenter Migration Server Move 

 

In the following pages we detail the tools and techniques used to manage and 

successfully complete this project. The project started with a skilled project 

management team and enthusiastic project sponsors but was truly a success because of 

the highly-experienced and well-trained project team members utilizing appropriate 



 3 

PM processes. The skillful management of the project resulted in a successful outcome 

and we believe this performance merits special recognition.  

Sponsor Letter 
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Benefits/Value 
This project had several unique and beneficial outcomes that not only created value for 

DOE and the Hanford Site but also the greater community. During the project, when 

the IT infrastructure was removed from a building it was called a “pacification”. This 

meant that all the electronics and support systems (e.g., heating, ventilation and air 

conditioning [HVAC], radio fire alarm reporter [RFAR] and uninterruptable power 

supply [UPS]) were removed. These pacifications create a significant reduction in 

maintenance costs, eliminate refresh costs and improve overall performance and 

reliability of the Hanford network. This sets the stage for lower ongoing and recurring 

lifecycle costs. This significant cost saving is passed along to DOE, where they can 

better utilize their budgets for the clean-up efforts on the Hanford Site. 

One of the greatest benefits of the project was an outcome of the datacenter migration. 

A datacenter is a facility used to house computer systems and associated components 

such as telecommunications and storage systems. Datacenters should have redundant 

or backup power supplies, and environmental controls (e.g. air conditioning, fire 

suppression) and various security systems.  
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Figure 2 - A Hanford Site Datacenter 

 

The migrated datacenter was maintained and operated by HPM Corporation (HPMC). 

HPMC provides services to approximately 9,000 employees working for Hanford Site 

contractors, DOE offices, and others working on site. Besides providing medical 

monitoring and qualification-for-work exams, HPMC is also responsible for the 

maintenance of the medical records for Hanford workers, past and present.  

In 2012, when HPMC was chosen by DOE to provide occupational medical services, 

they inherited a datacenter from the previous medical providers. This datacenter was 

located in a storage closet within their medical facility. This location was not ideal and 

more importantly not sufficient. Housing medical data and HPMC business critical 

services in this pseudo datacenter was risky. This presented several challenges for 

HPMC. Their datacenter did not have proper heating and cooling requirements, did not 

have sufficient physical security protecting the room and additionally, the majority of 

hardware was outdated and at risk for failure.  

This project moved all the hardware and systems hosted in the HPMC datacenter to the 

primary Hanford datacenter. This migration came with several inherent benefits. The 

medical data hosted by HPMC’s systems is now stored in a secure datacenter where it is 
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regulated by the same cyber security policies and procedures as the rest of Hanford. 

This greatly increases HPMC’s security posture. Every Hanford employee, past and 

present, benefits from having their medical data housed in a more secure location. 

Additionally, HPMC no longer has to worry about maintaining a datacenter. Their 

technical staff can focus on further sustaining and improving their systems without 

worrying about datacenter failures.   

Schedule 
Project development began in 2013, with key stakeholders making determinations for 

how to best reduce the IT footprint and molding the vision of the project. Project 

implementation, including the execution of the pacifications and the datacenter 

migration, all occurred in 2015. The completion of the project was one of MSA’s 2015 

Performance Incentives. This required the project to be complete by September 30th, 

2015.  Much to the customer’s satisfaction the project was completed one month ahead 

of schedule. 

For the duration of the project, MSA created and maintained an integrated master 

schedule, using Microsoft Project software. This master schedule reflected integrated 

key milestones and clearly defined the critical path. This was particularly important as 

the project team members worked their portion of the scope. The project schedule was 

reviewed weekly by the project team members to gain concurrence on the project 

schedule and to ensure project milestones were met. In addition, monthly updates to 

the project schedule were formally provided to DOE.  

The facility pacifications and datacenter migrations had to be coordinated not only with 

those performing the work but also with those effected by the resulting outages. Two 

specialized teams were involved in the IT footprint reductions. Both teams reported to 

the project management team to ensure project control and a smooth transition between 

work scopes. There were several different teams working the different consolidation 

efforts, each with their own dependencies.  

One of the challenges of the project schedule was to effectively plan the dates for the 

facility pacifications. When a building is pacified there is a resulting outage that can 
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affect a greater area of up to 15+ buildings. These outages must be communicated and 

coordinated with those affected by the outage.  

One such pacification was originally scheduled for May 15, 2015. When the date was 

communicated an issue was brought forth by Washington River Protection Solutions 

(WRPS). They had critical work taking place during that day and would not be able to 

continue work if there was an outage. The project team quickly reconvened and a win-

win solution developed. The pacification of the original building was delayed and a 

pacification originally scheduled for later that month was moved up. This ensured that 

the project as a whole stayed on schedule and the resulting outages were accepted by 

the customers. Being able to quickly respond to the issues brought forth by WRPS is an 

example of how schedule planning and control helped the project maintain agility 

while meeting schedule requirements  

 

Figure 3 - Facility Pacification 
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Cost 
 Overall cost was a big consideration when identifying the best IT facilities to pacify. 

The cost to pacify a number of the MSA managed IT facilities would be too great for a 

long-term cost benefit to be realized. Once the facilities were identified the project team 

estimated the project cost and developed a budget of just under $300,000.  MSA 

reviewed project cost and performance data monthly, both at a project level and 

company level, using an earned value management system to identify variances from 

the budget or schedule. As variances were identified that were outside pre-established 

thresholds, the responsible managers developed the necessary recovery plans to 

maintain schedule and control costs.  

At the project team level, the team met weekly to report on weekly work activities and 

perform a 15-day look ahead. This included an evaluation of resource levels and needs. 

In addition, mechanisms were established for effective change control (see project 

change control section), resulting in effective cost control on this project.  

One example of a cost related complexity was recognized during the datacenter 

migration. In the evaluation of HPMC’s existing hardware and systems, it was 

discovered that HPMC had an end-of-life firewall protecting a critical x-ray system. 

End-of-life (EOL) is a term used by a vendor to indicate that a product is in the end of 

its useful life. More importantly, and in the case of the HPMC firewall, the vendor of the 

system will no longer provide maintenance, troubleshooting or other support. The 

project scope and cost did not allow for the procurement of a new firewall, but moving 

the existing EOL firewall was not beneficial. With this in mind, the project team went 

back to HPMC and negotiated a deal. HPMC was able to purchase a new firewall, and 

instead of moving the old EOL firewall, the project team installed the newly purchased 

one. This decision allowed for the project to say within budget but also ensured that 

HPMC was in a better position to protect its critical x-ray system.   

Management of the costs greatly contributed to the project’s success and allowed for the 

project to finish under budget. Most importantly the effective cost management 

improved the project team’s ability to accurately forecast future funding requirements. 

As a result the customer, stakeholders, project management team and subject matter 
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experts could see the cost impact of their decisions and take proactive steps to mitigate 

possible cost conflicts.   

Scope 
The project scope as directed by DOE was to reduce Hanford’s IT infrastructure 

footprint considering options such as datacenters and IT facilities. The scope was 

documented in MSA’s 2015 Performance Incentives. This gave MSA the direction to 

develop and implement plans to reduce its IT footprint. Brainstorming sessions were 

held with various subject matter experts to determine the best options available to 

reduce Hanford’s IT footprint. Four IT facilities were singled out as being ideal 

candidates for pacification and HPMC’s datacenter was recognized as a risk with huge 

advantages to be gained from its migration to Hanford’s primary datacenter.  

The project scope was documented in MSA’s Performance Incentive write-ups and 

submitted to DOE for approval. Additionally, MSA created task orders to its IT 

subcontractor, Lockheed Martin (LM), for a portion of the work scope. These task 

orders were used to document the project scope and ensure stakeholder commitments. 

The project management team had to work closely with the primary stakeholders, DOE, 

HPMC and LM to ensure that the project scope was understood and agreed upon.  

 

 
Figure 4 - HPMC Datacenter Racks – Before   Figure 5 - HPMC Datacenter Racks – After  
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Stakeholders 
Managing stakeholder expectations and communications was a critical component to 

the success of this project. There were several different moving parts and it was 

essential that all the stakeholders understood the project scope and impact. There were 

several key stakeholders to the project, each with their own ability to help the project 

succeed. 

1. U.S. Department of Energy – The project was initiated to help DOE meet goals 

for IT footprint reduction. DOE was the final customer and gave concurrence 

when the project was completed.  

2. Mission Support Alliance – The MSA controlled and executed the project scope.  

3. Lockheed Martin – LM was the IT subcontractor for the project scope. Their 

technical expertise and successful execution of the IT scope ensured that the 

project met customer expectations. 

4. HPM Corporation – HPMC IT staff involvement was critical to the success of the 

datacenter migration. The unique nature of HPMC’s systems required their 

direct involvement throughout project planning and execution.  

5. Hanford network users – Hanford network users were impacted during each 

outage. All outages had to be communicated to Hanford users to ensure the 

impact did not cause conflicts.  

The project management team managed stakeholder expectations by using early and 

continuous communication with the various stakeholder groups. This resulted in fewer 

surprises, reduced risk and greater buy-in to the proposed solutions and team activities. 

Furthermore, all proposed changes and variances were put before the stakeholders in a 

timely manner reducing rework and miscommunication since they were often part of 

the decision making process.  

One of the most important collaborations throughout the project was that between the 

MSA IM team and the HPMC technical staff. In order for project to be successful it was 

critical that these two teams work together to solidify project requirements, determine 

datacenter requirements and create a project schedule that both teams could 
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successfully fulfill. This collaboration continued throughout the project and was a huge 

factor in the success of the datacenter migration. 

Risk 
The project management team started gathering and documenting risks during project 

inception. These risks were referenced when defining scope, especially in regards to 

identifying the four facilities to be pacified. Facilities that presented too large of a risk 

were not considered for pacification. During project planning a risk register was created 

to help keep track of and ensure that risks were properly accounted for. This risk 

register was referenced and updated at regular intervals throughout the project. As a 

result we were able to effectively manage project risk.  

Some key risks identified during the Hanford IT Footprint Reduction project were: 

1. During the execution of the 2nd facility pacification the circuit cutover had a 

dependency on network devices that would on the same day, be required to 

undergo an Internetwork Operating System (IOS) upgrade. If the required IOS 

upgrade failed the facility pacification would have also failed. To help reduce 

this risk, prior to the pacification, the project team performed the IOS upgrade on 

a test group and verified operability.  

2. During two of the facility pacifications it was identified that network 

connectivity to critical Safety and Security Operations would be impacted. To 

reduce the impact and risk, the project team rolled critical Safety and Security 

services to backup links to ensure these systems had their minimal required 

connectivity.  

3. It was identified that during the pacifications a percentage of some network 

devices including computers, telephones and printers, may not properly 

reconnect after the cutover was complete. To help mitigate this risk and resolve 

potential impacts, the project team brought on additional networking staff to 

search and locate devices that did not reconnect.  

Due to the proper identification and tracking of risks the project team was able to 

identify and take advantage of positive risk / opportunities and mitigate most negative 
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risks or threats.  The successful completion of the project was never put in serious 

doubt. The risk management executed by the project management team allowed the 

project to take preemptive action to reduce risk before it could become a significant 

factor.  

 

 

Figure 6 - Pacification Team Checking Work Package 

Project Change Management 
Changes to the project scope were extremely limited. During project inception the team 

worked closely with DOE and other stakeholders to ensure that the proposed project 

scope would meet DOE requirements. This legwork done at the beginning of the project 

resulted in a solid understanding of the scope and very little changes.  

Each week, during the project team meeting, any team member that believed they had 

been asked to perform work that was outside the existing scope was encouraged to 

bring it up for discussion. Each change was evaluated by the project team and brought 

forth to the project stakeholders. This collaboration on project changes ensured the 
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stakeholders were aware of each possible change and that every change was properly 

communicated and documented.  

Most of the changes in project scope were realized during the HPMC datacenter 

migration. The project scope had the team migrating everything “as is”. During 

execution it was determined that there were advantages for both HPMC and DOE to 

not migrate every piece of hardware. Some of the hardware was unused and/or 

extremely antiquated. Using the project change management system, all of HPMC’s 

hardware and systems were vetted through a process. This ensured the project was 

both successful and that the project team didn’t unnecessarily move hardware that was 

no longer required. By respectfully following the change management process the team 

ensured the spirit of the project scope, to reduce DOE’s IT footprint, was maintained. 

This resulted in the retirement and excess of six physical appliances, including an 

antiquated tape library and several uninterruptable power supplies (UPS).  

By following the change management process the project team ensured success for the 

project. Not only did they successfully migrate the datacenter but they were also able to 

further reduce the IT footprint. The effective management of these changes allowed the 

project to not only succeed but to also do right by the customer.  

 

Figure 7 – A portion of the excessed hardware from HPMC datacenter consolidation 
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Lessons Learned 
The success of the facility pacifications was in a large part to the project team reviewing 

and implementing lessons learned from previous projects. Beginning with project 

inception subject matter experts used historical knowledge and lessons learned to best 

select the IT facilities. These selections were critical to the success of the project. The 

facilities had to both be qualified for pacification and result in a considerable amount of 

reduced IT infrastructure. Using previous lessons learned the team was able to identify 

four ideal IT facilities for pacification. Lessons learned from other facility pacifications 

were reviewed and discussed during several project team meetings. These reviews 

allowed the project team to successfully implement the pacifications without making 

similar missteps that were made in the past.  

Throughout project implementation lessons learned were identified and gathered. 

During project team meetings the lessons learned were reviewed and discussed so all 

project team members were involved in the process. At the end of the project the 

lessons learned were formally gathered and documented.  

Some key lessons learned during the Hanford IT Footprint Reduction Project were:  

1. It was identified that during critical datacenter migration activities we would 

need to have the technical teams co-located. The HPMC IT team and the MSA IM 

team were in two separate buildings which could lead to delays and 

miscommunication. Bringing the teams together during migration activities, 

even if just in a shared conference room, helped ensure collaboration and project 

success.  

2. Based off previous lessons learned the facility pacification outages were 

communicated early and often to those affected by the outages. This was 

extremely important during the example of the WRPS conflict. Because the 

outage was communicated early the project team was able to make the required 

adjustment without impacting the project schedule.  
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Figure 8 - Disconnects in Support of Facility Pacification 

 

Summary and Conclusions 
The success of the Hanford IT Footprint Reductions project was based on many factors, 

though the commitment of the project team, DOE and HPMC to see the job completed 

was foremost. This project is a wonderful example of what can be accomplished when 

collaboration is made a priority and the desire to succeed is strong.  

In the end, the Hanford IT Footprint Reductions Project succeeded because it was 

committed to the key project tenets described in the PMI PMBOK. The project was 

planned well, executed following project management controls and most importantly 

the project team was committed to do the job safely and well.  
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Attachment 1 – Streamline Article 

 


